
Privacy-Preserving Processing of Filtered DNA
Reads
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Abstract

The rapid evolution of sequencing technologies promoted a variety of opportunities for genomic data, which have introduced
significant performance and privacy challenges. In this manuscript, we introduce the approach our research group has been
following, in order to protect users’ privacy at low performance cost, with a special focus on the early stages of genomic data
processing, which are routinely executed in public clouds. The keystone of our approach is a ’privacy filter’ [1], which detects
sensitive information (i.e., variants) contained in unaligned sequencing data (reads). When compared to previous works, this filter
includes several design innovations that allow it to be more sensitive, accurate, and more widely usable, since it can be applied
to the long reads that the current sequencing technologies produce. A direct application of this filter — the excision, or masking
out, of all the known sensitive nucleotides of a genome — inspired the development of a novel privacy-preserving alignment
algorithm [2], which harmlessly performs alignment of the genome in public clouds, once stripped of the sensitive reads, with
just 2% less accuracy than the best known plaintext algorithm (BWA). More recently, we designed a stratification method to
classify sensitive information into levels [3], which would replace the classical boolean sensitivity classification.

I. INTRODUCTION

Genomic sequencing evolved at an unprecedented rate with the advances of sequencing technologies. To follow the
sequencing data production growth, traditional genomic data processing has been routinely executed in public clouds. Read
alignment, which determines the position of each unaligned read in the genome, is one key step of this processing. However,
privacy concerns stemming from unauthorized genomic data accesses have been highlighted by several privacy attacks [4]–[7].
These attacks stressed the weaknesses of non-cryptographic privacy protection methods [8] when used alone. In addition, few
works considered protecting the information contained in raw reads. Cryptographic approaches [9], [10] are often of limited
applicability due to their slower performance and the restricted application range.

In order to design a high performance and fully privacy-preserving genomic data processing workflow, we developed a
filtering approach [1] that not only identifies the privacy-sensitive information automatically, i.e., possible variants in reads,
but does so at the very beginning of the workflow, even before alignment starts. The output of this filter contains reads where
sensitive nucleotides are tagged, and can therefore be excised from the payload file and replaced by a neutral placeholder that
reveals absolutely no information about the initial content. Consequently, by masking out the sensitive information in reads,
the resulting files do not reveal any personal information. However, they can still be aligned with high success, as we showed
in [2].

II. PER-NUCLEOTIDE READ CLASSIFICATION

The read filter [1] we developed improves on a previous work that detects privacy-sensitive reads [11] in the sense that it is
more sensitive and accurate, in particular when filtering long reads, because it relies on a per-nucleotide sensitivity detection,
while the previous approach used read classification, which resulted in a high proportion of the human genome being detected
sensitive. Ayday et al. [12] detailed a method that protects manually declared variants in aligned reads. Our filter treats raw
reads in an automatic way, albeit at the price of generating false positives.

Our filter relies on several dictionaries of DNA sequences that are created based on public databases (e.g., the 1000
Genomes Project). Each dictionary contains genomic sequences where a nucleotide at a precise location is part of a variant
(e.g., Dic0 contains sequences where the first nucleotide is part of a variant). The filtering process can then be described as
a sliding window iteration on each read. When a subsequence in a read is detected in a dictionary (using a Bloom filter), we
classify as sensitive the corresponding nucleotide in the subsequence. Compared to the previous approach, the results showed
that our filter produces 10% of false positives, instead of 60%, and misses less privacy-sensitive nucleotides (i.e., less than 10
nucleotides are not detected per human genome). In addition, our approach is more efficient when dealing with sequencing
errors, since it correctly detects 86% of the nucleotides instead of 56%.

III. MASKAL: PRIVACY-PRESERVING ALIGNMENT

The read filter we presented can be used to produce masked reads, which are reads where the sensitive parts have been
masked out. We therefore studied the impact of masking reads on the alignment step, and designed MaskAl [2], a privacy-
preserving alignment approach that relies on masked reads. MaskAl achieves high performance by doing most of the alignment
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process based on masked reads in public clouds, using plain-text alignment algorithms, and relies on Intel’s software guard
extensions (SGX), which is a trusted execution environment, to further refine the alignment results based on the full reads’
information. Our performance evaluation included accuracy comparison with state-of-the-art alignment algorithms (e.g., BWA,
LAST, Balaur), and memory and network bandwidth comparison with existing privacy-preserving alignment approaches.

IV. SENSITIVITY LEVELS FOR DNA READS

To further improve performance, we extended the boolean classification of nucleotides (i.e. sensitive or non-sensitive) into
levels of sensitivity that we computed based on quantitative and qualitative features of DNA [3]. Simply put, a more sensitive
level contains SNPs that reveal more information about their donor (e.g., because they are rarer). We relied on a genomic
variant imputation tool to make sure that the sensitivity levels are disconnected, and that an adversary located in a cloud
could not infer more sensitive data than the one it could access should an attack be successful. To classify the reads into
sensitivity levels, we relied on the filtering approach we developed. In case a nucleotide matches in different sensitivity levels,
we classify it with the highest sensitivity level, to ensure adequate protection. Considering the allele frequencies of the 1000
Genomes Project population and the linkage disequilibrium relationships, we obtained that 5% of the 100-bases reads of a
genome have very high sensitivity, 23% have high sensitivity and the remaining 72% have low sensitivity.

In summary, whilst we give an innovative mechanism, it is not rigid and can be re-applied and shaped accordingly to the
user needs. For example in an Alzheimer’s disease study (qualitative feature), we could set as highly sensitive the genes causing
the disease, moderately sensitive the ones involved in drugs response and little sensitive the remaining genes. Additionally,
different levels of sensitivity require different needs of protection. Finally, the classification into sensitivity levels allows the
adaptation of the privacy protection to the criticality of the information while improving performance.

V. CONCLUSION

We believe to have advanced the s.o.t.a. significantly, by addressing the conundrum ’privacy vs. sharing’ in genomic data
processing. In fact, the increased speed and price decay of sequencing data production, put high pressure for using high
throughput alignment algorithms in cheap but unprotected environments (e.g., clouds) . However, privacy risks due to the
manipulation of data in plain-text in the cloud, cast enormous shadows on this approach, and the recent adoption of GDPR
measures will make this option untenable. However, the other extreme, like crytographically strong alignment algorithms,
provides high privacy protection, but has very limited performance, yielding delays that are unacceptable in a real-world
production cycle. Thus, the current challenge, addressed by our results, consists in providing data privacy protection while
taking advantage of the storage and computational power of clouds.

We developed a filtering approach [1] to improve the privacy and the performance of alignment using existing algorithms.
Our approach reduces false positives to 10%, which should be compared to the 60% of the previous approach. Additionally,
we also improve accuracy in presence of errors in the sequences (we detect 86% of the reads instead of the previous
56%). Furthermore, we studied how masked reads could be used in the alignment step to design fast and privacy-preserving
algorithms. The alignment scheme we proposed, MaskAl [2], has an accuracy of more than 96% of aligned masked reads,
which is close to the 98% of aligned plaintext reads achieved by the BWA algorithm. Regarding computation time, MaskAl is
87% faster than existing privacy-preserving algorithms while it also shows memory and network bandwidth cost improvements.
However we showed that masked reads do not affect alignment accuracy while improving privacy. To further improve
performance, we designed a method to classify genomic information into sensitivity levels [3], which can be used to apply
more efficient and less privacy-preserving algorithms to the reads with lower sensitivity. Future work will include the design
of methods based on masked reads in downstream steps of the workflow, such as variant calling.
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